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Abstract

Thismanual documentswhat a system-administrator needs to know about the Linux-PAM library. It coversthe correct
syntax of the PAM configuration file and discusses strategies for maintaining a secure system.
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Chapter 1. Introduction

Linux-PAM (Pluggable Authentication Modules for Linux) is a suite of shared libraries that enable the
local system administrator to choose how applications authenticate users.

In other words, without (rewriting and) recompiling a PAM-aware application, it is possible to switch
between the authenti cation mechanism(s) it uses. Indeed, one may entirely upgradethe local authentication
system without touching the applications themselves.

Historically an application that has required a given user to be authenticated, has had to be compiled to use
a specific authentication mechanism. For example, in the case of traditional UN* X systems, the identity
of the user is verified by the user entering a correct password. This password, after being prefixed by atwo
character “"salt", is encrypted (with crypt(3)). The user is then authenticated if this encrypted password
isidentical to the second field of the user's entry in the system password database (the / et ¢/ passwd
file). On such systems, most if not all forms of privileges are granted based on this single authentication
scheme. Privilege comesin theform of apersonal user-identifier (UID) and membership of various groups.
Services and applications are avail able based on the personal and group identity of the user. Traditionally,
group membership has been assigned based on entriesinthe/ et ¢/ gr oup file.

Itisthe purpose of the Linux-PAM project to separate the devel opment of privilege granting software from
the development of secure and appropriate authentication schemes. This is accomplished by providing a
library of functions that an application may use to request that a user be authenticated. This PAM library
is configured locally with a system file, / et ¢/ pam conf (or a series of configuration files located
in/ et c/ pam d/) to authenticate a user request via the locally available authentication modules. The
modules themselves will usually belocated inthedirectory /1 i b/ securityor/1i b64/security
and take the form of dynamically loadable object files (see dlopen(3)).




Chapter 2. Some comments on the text

Before proceeding to read the rest of this document, it should be noted that the text assumes that certain
files are placed in certain directories. Where they have been specified, the conventions we adopt here
for locating these files are those of the relevant RFC (RFC-86.0, see hibliography™). If you are using a
distribution of Linux (or some other operating system) that supports PAM but chooses to distribute these
filesin adifferent way you should be careful when copying examples directly from the text.

As an example of the above, where it is explicit, the text assumes that PAM loadable object files (the
modules) are to be located in the following directory: /| i b/ security/ or/|ib64/security de
pending on the architecture. Thisis generally the location that seems to be compatible with the Filesystem
Hierarchy Standard (FHS). On Solaris, which has its own licensed version of PAM, and some other im-
plementations of UN* X, thesefilescanbefoundin/ usr/ 1 i b/ securi ty. Pleasebecareful to perform
the necessary transcription when using the examples from the text.




Chapter 3. Overview

For the uninitiated, we begin by considering an example. We take an application that grants some service
to users; login is one such program. Login does two things, it first establishes that the requesting user
is whom they claim to be and second provides them with the requested service: in the case of login the
service isacommand shell (bash, tcsh, zsh, etc.) running with the identity of the user.

Traditionally, the former step is achieved by the login application prompting the user for a password and
then verifying that it agrees with that located on the system; hence verifying that as far as the system is
concerned the user iswho they claim to be. Thisisthetask that is delegated to Linux-PAM.

From the perspective of the application programmer (in this case the person that wrote the login applica-
tion), Linux-PAM takes care of this authentication task -- verifying the identity of the user.

The flexibility of Linux-PAM is that you, the system administrator, have the freedom to stipulate which
authentication scheme is to be used. You have the freedom to set the scheme for any/all PAM-aware
applications on your Linux system. That is, you can authenticate from anything as naive as simple trust
(pam_per mit) to something as paranoid as a combination of aretinal scan, a voice print and a one-time
password!

Toillustrate the flexibility you face, consider the following situation: system administrators (parents) wish
to improve the mathematical ability of their users (children). Their favorite *~Shoot 'em up game" (PAM-
aware of course) can be configured to authenticate them with a request for the product of a couple of
random numberslessthan 12. Itisclear that if the gameisany good they will soon learn their multiplication
tables. Asthey mature, the authentication can be upgraded to include (long) division!

Linux-PAM deals with four separate types of (management) task. These are: authentication management;
account management; session management; and password management. The association of the preferred
management scheme with the behavior of an application is made with entries in the relevant Linux-PAM
configuration file. The management functions are performed by modules specified in the configuration
file. The syntax for thisfileis discussed in the section below.

Here isafigure that describes the overall organization of Linux-PAM:

e +
| application: X |
o e e e e e e e e o= + / . + === 4
| authentication-[---->--\--] Linux- |--<--] PAMconfig file|
| + [----<--/--] PAM | |::::::::::::::::|
| [conversation()][--+ ] | | X auth a.so |
R LR R + [/ +n--n----- + | X auth .. b.so |
| | 1 | N
| service user | A | | | ----- '
| | v A
e +  4------ [----- [--------- + ----- [ +
MRRL AR EERICEEEL | |
| auth. ... |--T a]--[ b1--[ c]
T +
| acct . . |--[ b]--[ d]
T +
| passwor d |--[ b]--1 ¢ ]
T +
| sessi on |--[ e]--1 ¢ ]
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By way of explanation, the |eft of the figure represents the application; application X. Such an application
interfaces with the Linux-PAM library and knows none of the specifics of its configured authentication
method. The Linux-PAM library (in the center) consults the contents of the PAM configuration file and
loads the modules that are appropriate for application-X. These modulesfall into one of four management
groups (lower-center) and are stacked in the order they appear in the configuration file. These modules,
when called by Linux-PAM, perform the various authentication tasks for the application. Textua informa:
tion, required from/or offered to the user, can be exchanged through the use of the application-supplied
conversation function.

If aprogram is going to use PAM, then it has to have PAM functions explicitly coded into the program.
If you have access to the source code you can add the appropriate PAM functions. If you do not have
access to the source code, and the binary does not have the PAM functionsincluded, then it is not possible
to use PAM.




Chapter 4. The Linux-PAM
configuration file

When a PAM aware privilege granting application is started, it activates its attachment to the PAM-API.
This activation performs a number of tasks, the most important being the reading of the configuration
file(s): / et ¢/ pam conf . Alternatively and preferably, the configuration can be set by individual con-
figuration files located in a pam d directory. The presence of this directory will cause Linux-PAM to
ignore/ et ¢/ pam conf.

Thesefileslist the PAMsthat will do the authentication tasks required by this service, and the appropriate
behavior of the PAM-API in the event that individual PAMs fail.

4.1. Configuration file syntax

The syntax of the/ et ¢/ pam conf configuration fileisasfollows. Thefileis made up of alist of rules,
each rule is typicaly placed on a single line, but may be extended with an escaped end of line: “\<LF>".
Comments are preceded with “# marks and extend to the next end of line.

The format of each ruleis a space separated collection of tokens, the first three being case-insensitive:
service type control module-path module-arguments

The syntax of files contained inthe/ et ¢/ pam d/ directory, are identical except for the absence of any
servicefield. Inthiscase, the serviceisthe name of thefileinthe/ et ¢/ pam d/ directory. Thisfilename
must be in lower case.

Animportant feature of PAM, isthat anumber of rules may be stacked to combine the services of anumber
of PAMsfor a given authentication task.

Theserviceistypically thefamiliar name of the corresponding application: login and su are good exampl es.
The service-name, other, is reserved for giving default rules. Only lines that mention the current service
(or in the absence of such, the other entries) will be associated with the given service-application.

The type is the management group that the rule corresponds to. It is used to specify which of the manage-
ment groups the subsequent module is to be associated with. Valid entries are:

account this module type performs non-authentication based account management. It is typically
used to restrict/permit accessto aservice based on thetimeof day, currently available system
resources (maximum number of users) or perhaps the location of the applicant user -- 'root’
login only on the console.

auth this module type provides two aspects of authenticating the user. Firstly, it establishes that
the user iswho they claim to be, by instructing the application to prompt the user for apass-
word or other means of identification. Secondly, the module can grant group membership
or other privileges through its credential granting properties.

password this module type is required for updating the authentication token associated with the user.
Typically, there is one module for each 'challenge/response’ based authentication (auth)
type.

session thismodul e typeis associated with doing thingsthat need to be donefor the user before/after
they can be given service. Such things include the logging of information concerning the
opening/closing of some data exchange with a user, mounting directories, etc.
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If the type value from the list above is prepended with a - character the PAM library will not log to the
system log if it is not possible to load the module because it is missing in the system. This can be useful
especialy for modules which are not always installed on the system and are not required for correct au-
thentication and authorization of the login session.

The third field, control, indicates the behavior of the PAM-API should the module fail to succeed in its
authentication task. There are two types of syntax for this control field: the simple one hasasingle simple
keyword; the more complicated one involves a square-bracketed selection of value=action pairs.

For the simple (historical) syntax valid control values are:

required failure of such a PAM will ultimately lead to the PAM-API returning failure but only
after the remaining stacked modules (for this service and type) have been invoked.

requisite likerequired, however, in the case that such amodulereturnsafailure, control isdirectly
returned to the application or to the superior PAM stack. The return value is that asso-
ciated with the first required or requisite module to fail. Note, this flag can be used to
protect against the possibility of a user getting the opportunity to enter a password over
an unsafe medium. It is conceivable that such behavior might inform an attacker of valid
accounts on a system. This possibility should be weighed against the not insignificant
concerns of exposing a sensitive password in a hostile environment.

sufficient if such amodule succeeds and no prior required module has failed the PAM framework
returns success to the application or to the superior PAM stack immediately without
calling any further modules in the stack. A failure of a sufficient module is ignored and
processing of the PAM module stack continues unaffected.

optional the success or failure of thismoduleisonly important if it isthe only modulein the stack
associated with this service+type.

include include all lines of given type from the configuration file specified as an argument to
this control.
substack include al lines of given type from the configuration file specified as an argument to

this control. This differs from include in that evaluation of the done and die actions in
a substack does not cause skipping the rest of the complete module stack, but only of
the substack. Jumps in a substack also can not make evaluation jump out of it, and the
whole substack is counted as one module when the jump is done in a parent stack. The
reset action will reset the state of a module stack to the state it was in as of beginning
of the substack evaluation.

For the more complicated syntax valid control values have the following form:

[ val uel=acti onl val ue2=action2 ...]

Where valueN corresponds to the return code from the function invoked in the module for which the
line is defined. It is selected from one of these: success, open_err, symbol_err, service err, system err,
buf_err, perm denied, auth_err, cred insufficient, authinfo_unavail, user_unknown, maxtries, new_auth-
tok reqd, acct_expired, session_err, cred_unavail, cred_expired, cred err, no_module_data, conv_err,
authtok_err, authtok recover_err, authtok lock busy, authtok disable aging, try again, ignore, abort,
authtok _expired, module_unknown, bad_item, conv_again, incomplete, and default.

Thelast of these, default, implies'all valueN's not mentioned explicitly. Note, thefull list of PAM errorsis
availablein/ usr /i ncl ude/ security/ pam types. h. TheactionN cantakeoneof thefollowing
forms:
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ignore

bad

die

ok

done

N (an unsigned integer)

reset

when used with a stack of modules, the modul€'s return status will
not contribute to the return code the application obtains.

this action indicates that the return code should be thought of asin-
dicative of the module failing. If this module is the first in the stack
to fail, its status value will be used for that of the whole stack. This
isthe default action for all return codes.

equivalent to bad with the side effect of terminating the modul e stack
and PAM immediately returning to the application.

this tells PAM that the administrator thinks this return code should
contribute directly to the return code of the full stack of modules. In
other words, if the former state of the stack would lead to areturn of
PAM_SUCCESS, the modul€'s return code will override this value.
Note, if the former state of the stack holds some value that isindica-
tive of amodules failure, this 'ok' value will not be used to override
that value.

equivalent to ok with the side effect of terminating the module stack
and PAM immediately returning to the application unless there was
anon-ignored module failure before.

jump over the next N modulesin the stack. Note that N equal to O is
not allowed, it would betreated asignorein such case. Theside effect
depends on the PAM function call: for pam_authenticate, pam_ac-
ct_mgmt, pam_chauthtok, and pam open_session it is ignore; for
pam setcred and pam _close session it is one of ignore, ok, or bad
depending on the modul€'s return value.

clear all memory of the state of the module stack and start again with
the next stacked module.

If areturn code's action isnot specifically defined viaavalueN token, and the default valueis not specified,
that return code's action defaults to bad.

Each of the four keywords: required; requisite; sufficient; and optional, have an equivalent expression in
terms of the|[...] syntax. They are asfollows:

required [success=ok new_authtok reqd=ok ignore=ignore default=bad]
requisite [success=ok new_authtok reqd=ok ignore=ignore default=di€]
sufficient [success=done new_authtok reqd=done default=ignore]
optional [success=ok new_authtok reqd=ok default=ignore]

module-path is either the full filename of the PAM to be used by the application (it begins with a'/"), or
a relative pathname from the default module location: / | i b/ security/ or/|i b64/security/,

depending on the architecture.

module-arguments are a space separated list of tokens that can be used to modify the specific behavior
of the given PAM. Such arguments will be documented for each individual module. Note, if you wish to
include spaces in an argument, you should surround that argument with square brackets.

squid auth required pamnysql.so user=passwd_query passwd=mada \
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db=em nence [query=sel ect user_nane frominternet_service \
wher e user_nane=' %' and passwor d=PASSWORD(' %' ) and \
servi ce="web_proxy']

When using this convention, you can include “[' characters inside the string, and if you wish to include a
*]' character inside the string that will survive the argument parsing, you should use "\]'. In other words:

Any linein (one of) the configuration file(s), that is not formatted correctly, will generally tend (erring on
the side of caution) to make the authentication processfail. A corresponding error iswritten to the system
log files with acall to syslog(3).

4.2. Directory based configuration

More flexible than the single configuration file isit to configure libpam via the contents of pam d direc-
tories. In this case the directories arefilled with files each of which has afilename equal to a service-name
(in lower-case): it is the personal configuration file for the named service.

Vendor-supplied PAM configuration filesmight beinstalled inthe system directory / usr/ | i b/ pam d/
or aconfigurablevendor specific directory instead of the machine configurationdirectory / et ¢/ pam d/ .
If no machine configuration file is found, the vendor-supplied file is used. All filesin/ et ¢/ pam d/
override files with the same name in other directories.

The syntax of each file in pam.d is similar to that of the/ et ¢/ pam conf fileand is made up of lines
of the following form:

type control nodul e-path nodul e-argunents

The only difference being that the service-name is not present. The service-name is of course the name
of the given configuration file. For example, / et ¢/ pam d/ | ogi n contains the configuration for the
login service.

4.3. Example configuration file entries

In this section, we give some examples of entries that can be present in the Linux-PAM configuration file.
Asafirst attempt at configuring your system you could do worse than to implement these.

If asystem isto be considered secure, it had better have a reasonably secure 'other entry. The following
isaparanoid setting (which is not abad place to start!):

#

# default; deny access

#

ot her aut h required pam deny. so
ot her account required pam deny. so
ot her password required pam deny. so
ot her session required pam deny. so
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Whilst fundamentally a secure default, thisis not very sympathetic to a misconfigured system. For exam-
ple, such a system is vulnerable to locking everyone out should the rest of the file become badly written.

The module pam_deny (documented in a later section) is not very sophisticated. For example, it logs no
information when it is invoked so unless the users of a system contact the administrator when failing to
execute a service application, the administrator may go for along while in ignorance of the fact that the
system is misconfigured.

The addition of the following line before those in the above example would provide a suitable warning
to the administrator.

#

# default; wake up! This application is not configured
#

ot her aut h required pam warn. so

ot her password required pam warn. so

Having two 'other auth' linesis an example of stacking.

On a system that uses the / et ¢/ pam d/ configuration, the corresponding default setup would be
achieved with the following file:

#

# default configuration: /etc/pam d/other
#

aut h required pam war n. so

aut h required pam deny. so
account required pam deny. so
password required pam war n. so
password required pam deny. so
session required pam deny. so

Thisisthe only explicit example we give for an/ et ¢/ pam d/ file. In general, it should be clear how
to transpose the remaining examples to this configuration scheme.

On aless sensitive computer, one on which the system administrator wishesto remain ignorant of much of
the power of Linux-PAM, the following selection of lines (in/ et ¢/ pam d/ ot her ) islikely to mimic
the historically familiar Linux setup.

#

# defaul t; standard UN*X access

#

aut h required pam uni X. SO
account required pam uni X. SO
password required pam uni X. SO
session required pam uni X. SO

In general thiswill provide a starting place for most applications.




Chapter 5. Security issues

5.1. If something goes wrong

Linux-PAM has the potential to seriously change the security of your system. Y ou can choose to have no
security or absolute security (no access permitted). In general, Linux-PAM errs towards the latter. Any
number of configuration errors can disable access to your system partially, or completely.

Themost dramatic problem that islikely to be encountered when configuring Linux-PAM isthat of deleting
the configurationfile(s): / et ¢/ pam d/ * and/or/ et ¢/ pam conf . Thiswill lock you out of your own
system!

To recover, your best bet is to restore the system from a backup or boot the system into a rescue system
and correct things from there.

5.2. Avoid having a weak other' configuration

It is not a good thing to have aweak default (other) entry. This service is the default configuration for all
PAM aware applications and if it isweak, your system islikely to be vulnerable to attack.

Here is a sample "other" configuration file. The pam_deny module will deny access and the pam_warn
module will send a syslog message to auth.notice:

#

# The PAM configuration file for the “other' service
#

aut h required pam deny. so

aut h required pam warn. so

account required pam deny. so
account required pam warn. so
password required pam deny. so
password required pam warn. so
sessi on required pam deny. so
sessi on required pam warn. so

10



Chapter 6. A reference guide for
available modules

Here, we collect together the descriptions of the various modules coming with Linux-PAM.

6.1. pam_access - logdaemon style login ac-
cess control

6.1.1.

6.1.2.

pam access. so [ debug] [ noaudit ] [ nodefgroup ] [ nodns] [ quiet_log] [ accessfile=f i | e ][ field-
sep=sep ] [ listsep=sep ]

DESCRIPTION

The pam_access PAM moduleis mainly for access management. It provides|ogdaemon style login access
control based on login names, host or domain names, internet addresses or network numbers, or on terminal
line names, X $DI SPLAY values, or PAM service names in case of non-networked logins.

By default rulesfor access management are taken from configfile/ et ¢/ securi ty/ access. conf if
you don't specify another file. Then individua * . conf filesfromthe/ et c/ security/access. d/

directory are read. The files are parsed one after another in the order of the system locale. The effect of
the individua filesisthe same asif all the files were concatenated together in the order of parsing. This
means that once a pattern is matched in some file no further files are parsed. If a config file is explicitly
specified with theaccessf i | e option the filesin the above directory are not parsed.

By default rules for access management are taken from config file/ et ¢/ securi ty/ access. conf
or, if that one is not present, the file %endor di r % securi ty/ access. conf. These settings
can be overruled by setting in a config file explicitly specified with the accessfi | e option. Then
individual *. conf files from the / et c/ security/access. d/ and %endordir% securi -
ty/ access. d directories are read. If /etc/security/access.d/ @il enane@ conf ex-
ists, then vendor di r % security/access. d/ @il ename@ conf will not be used. All ac-
cess. d/ *. conf files are sorted by their @i | ename@ conf in lexicographic order regardless of
which of the directories they reside in. The effect of the individual filesisthe same asif all the fileswere
concatenated together in the order of parsing. This means that once a pattern is matched in some file no
further files are parsed. If a config file is explicitly specified with the accessfi | e option thefilesin
the above directories are not parsed.

If Linux PAM iscompiled with audit support the module will report when it denies access based on origin
(host, tty, etc.).

DESCRIPTION

The/ et c/security/access. conf filespecifies (user/ group, host), (user/ group, net -
wor k/ net mask), (user/ group,tty),(user/ group, X- $Dl SPLAY- val ue),or (user/ group,
pam ser vi ce- nanme) combinations for which alogin will be either accepted or refused.

When someone logsin, the file access. conf is scanned for the first entry that matches the (user/
group, host) or (user/ gr oup, net wor k/ net mask) combination, or, in case of non-networked
logins, the first entry that matches the (user/ gr oup, tty) combination, or in the case of non-net-
worked logins without a tty, the first entry that matches the (user / gr oup, X- $DI SPLAY- val ue) or
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6.1.3.

(user/ group, pam ser vi ce- nane/ ) combination. The permissions field of that table entry deter-
mines whether the login will be accepted or refused.

Each line of the login access control table has three fields separated by a":" character (colon):
per m ssi on:user s/ groups:ori gi ns

The first field, the per i ssi on field, can be either a"+" character (plus) for access granted or a "-"
character (minus) for access denied.

The second field, theuser s/gr oup field, should be alist of one or more login names, group names, uid,
gid, or ALL (which always matches). To differentiate user entries from group entries, group entries should
be written with brackets, e.g. (group) or (gid).

Thethird field, theor i gi ns field, should be alist of one or more tty names (for non-networked logins),
X $DI SPLAY valuesor PAM service names (for non-networked loginswithout atty), host names, domain
names (beginwith"."), host addresses, internet network numbers (end with "."), internet network addresses
with network mask (where network mask can be a decimal number or an internet address also), ALL
(which always matches) or LOCAL. The LOCAL keyword matches when the user connects without a
network connection (e.g., su, login). A connection through the loopback device (e.g., ssh user @localhost)
is considered a network connection, and thus, the LOCAL keyword does not match.

If supported by the system you can use @netgroupname in host or user patterns. The @@netgroupname
syntax is supported in the user pattern only and it makes the local system hostname to be passed to the
netgroup match call in addition to the user name. This might not work correctly on some libc implemen-
tations causing the match to always fail.

The EXCEPT operator makes it possible to write very compact rules.

If thenodef gr oup isnot set, the group file is searched when a name does not match that of the logged-
in user. Only groups are matched in which users are explicitly listed. However the PAM module does not
look at the primary group id of auser.

The"#' character at start of line (no space at front) can be used to mark this line as a comment line.

OPTIONS

accessfile=/path/to/access.conf Indicate an dternative access. conf style configuration file to
overridethe default. Thiscan beuseful when different servicesneed
different accesslists.

debug A lot of debug information is printed with syslog(3).

noaudit Do not report logins from disallowed hosts and ttys to the audit
subsystem.

nodefgroup User tokens which are not enclosed in parentheses will not be

matched against the group database. The backwards compatible de-
faultisto try the group database match even for tokens not enclosed
in parentheses.

nodns Do not try to resolve tokens as hostnames, only |Pv4 and | Pv6 ad-
dresseswill beresolved. Which meansto allow login from aremote
host, the I P addresses need to be specifiedinaccess. conf .

quiet_log Do not log denia s with sysog(3).

12
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fieldsep=separators This option modifies the field separator character that pam_access
will recognize when parsing the access configuration file. For ex-
ample: fieldsep=| will cause the default *:' character to be treated
as part of afield value and °|' becomes the field separator. Doing
this may be useful in conjunction with a system that wants to use
pam_access with X based applications, sincethe PAM_TTY itemis
likely to be of the form "hostname:0" which includesa ™:' character
inits value. But you should not need this.

listsep=separators This option modifies the list separator character that pam_access
will recognize when parsing the access configuration file. For ex-
ample: listsep=, will causethe default ' (space) and “\t' (tab) char-
actersto betreated as part of alist element valueand °,' becomesthe
only list element separator. Doing this may be useful on a system
with group information obtained from a Windows domain, where
the default built-in groups " Domain Users', "Domain Admins' con-
tain a space.

6.1.4. MODULE TYPES PROVIDED

All module types (aut h, account , passwor d and sessi on) are provided.

6.1.5. RETURN VALUES

PAM_SUCCESS Access was granted.

PAM_PER- Access was not granted.

M_DENIED

PAM_IGNORE pam set cr ed was called which does nothing.
PAM_ABORT Not all relevant data or options could be gotten.
PAM_USER_UN- The user is not known to the system.

KNOWN

/etc/security/access.conf Default configuration file

%vendordir%/security/access.conf  Default configuration file if / et ¢/ security/ access. conf
does not exist.

6.1.7. EXAMPLES

These are some exampl e lines which might be specifiedin/ et ¢/ securi ty/ access. conf.
User root should be allowed to get access viacron, X11 terminal :0, ttyl, ..., tty5, tty6.
+:root:crond :0 tty1 tty?2 tty3 tty4 tty5 tty6

User root should be allowed to get access from hosts which own the |Pv4 addresses. This does not mean
that the connection have to be a IPv4 one, a|Pv6 connection from a host with one of this |Pv4 addresses
does work, too.
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+:root:192.168.200.1 192.168.200.4 192.168.200.9

+:root:127.0.0.1

User root should get access from network 192. 168. 201. where the term will be evaluated by string
matching. But it might be better to use network/netmask instead. The same meaning of 192. 168. 201.
i$192.168.201.0/24 or 192.168.201.0/255.255.255.0.

+:root:192.168.201.

User root should be able to have access from hosts fool.bar.org and foo2.bar.org (uses string matching
also).

+:root:fool.bar.org foo2.bar.org

User root should be able to have access from domain foo.bar.org (uses string matching also).
+:root:.foo.bar.org

User root should be denied to get access from all other sources.

-:root:ALL

A user with uid 1003 and a group with gid 1000 should be allowed to get access from all other sources.
+:(1000) 1003:ALL

User foo and members of netgroup admins should be allowed to get access from all sources. Thiswill only
work if netgroup serviceis available.

+:@admins foo:ALL

User john and foo should get access from IPv6 host address.

+:john f00:2001:db8:0:101::1

User john and foo should get access from IPv6 link local host address.
+:john foo:fe80::de95:818c: 1b55: 7e42%ethl

User john should get access from |Pv6 net/mask.
+:john;2001:db8:0:101::/64

Members of group wheel should be allowed to get access from all sources.
+:(wheel):ALL

Disalow console logins to all but the shutdown, sync and all other accounts, which are a member of the
wheel group.

-:ALL EXCEPT (wheel) shutdown sync:L OCAL
All other users should be denied to get access from all sources.

-‘ALL:ALL
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6.1.8.

AUTHORS

Thelogdaemon style login access control scheme was designed and implemented by Wietse Venema. The
pam_access PAM module was developed by Alexei Nogin <alexei @nogin.dnttm.ru>. The IPv6 support
and the network(address) / netmask feature was developed and provided by Mike Becher <mike.bech-
er@lrz-muenchen.de>.

6.2. pam_canonicalize_user - get user name
and canonicalize it

6.2.1.

6.2.2.

6.2.3.

6.2.4.

6.2.5.

pam canoni cal i ze_user. so

DESCRIPTION

This PAM module uses the name of the user obtained viapam_get_user(3) as akey to query the password
database, and replaces PAM_USER with the pw_name value that has been returned.

OPTIONS

This module does not recognise any options.

MODULE TYPES PROVIDED

Only the aut h module typeis provided.

RETURN VALUES

PAM_IGNORE The user name was set successfully.
PAM_USER _UN- The user was not found.
KNOWN

PAM_SYSTEM_ERR  The application did not supply neither a user name nor a conversation method.
PAM_INCOMPLETE  The conversation method supplied by the application is waiting for an event.

PAM_CONV_ERR The conversation method supplied by the application failed to obtain the user

name.
PAM_ABORT Error resuming an old conversation.
PAM_BUF_ERR Memory buffer error.

EXAMPLES

Prepend the PAM auth stack with the following line to canonicalize the user name before the authentica-
tion:

auth required pam canoni calize_user.so
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6.2.6.

AUTHOR

pam_canonicalize_user was written by Dmitry V. Levin <ldv@strace.io>.

6.3. pam_debug - debug the PAM stack

6.3.1.

6.3.2.

6.3.3.

6.3.4.

6.3.5.

pam debug. so [ auth=val ue ] [ cred=val ue ] [ acct=val ue ] [ prechauthtok=val ue ] [ chauth-
tok=val ue ] [ auth=val ue ] [ open_session=val ue ] [ close_session=val ue ]

DESCRIPTION

The pam_debug PAM module is intended as a debugging aide for determining how the PAM stack is
operating. This module returns what its module arguments tell it to return.

OPTIONS

auth=value The pam_sm_authenticate(3) function will return val ue.
cred=value The pam_sm_setcred(3) function will return val ue.

acct=value The pam_sm_acct_mgmt(3) function will return val ue.
prechauthtok=value The pam_sm_chauthtok(3) function will return val ue if the

PAM_PRELIM_CHECK flag is set.

chauthtok=value The pam_sm_chauthtok(3) function will return val ue if the
PAM_PRELIM_CHECK flag is not set.

open_session=value The pam_sm_open_session(3) function will return val ue.
close session=value The pam_sm_close_session(3) function will returnval ue.
Where val ue can be one of: success, open_err, symbol_err, service err, system _err, buf_err, perm_de-
nied, auth_err, cred_insufficient, authinfo_unavail, user_unknown, maxtries, new_authtok _reqd, acct_ex-
pired, session_err, cred_unavail, cred expired, cred err, no_module_data, conv_err, authtok_err, auth-

tok_recover_err, authtok lock_busy, authtok_disable aging, try_again, ignore, abort, authtok expired,
module_unknown, bad_item, conv_again, incomplete.

MODULE TYPES PROVIDED

All module types (aut h, account , passwor d and sessi on) are provided.

RETURN VALUES

PAM_SUC- Default return code if no other value was specified, else specified return value.
CESS

EXAMPLES
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6.3.6.

aut h requisite pam permt.so

aut h [ success=2 defaul t=0k] pam debug.so aut h=perm deni ed cred=success
aut h [ def aul t =reset] pam debug. so aut h=success cred=per m deni ed
aut h [ success=done defaul t =di e] pam debug. so

aut h opt i onal pam debug. so aut h=per m deni ed cred=per m deni ed

aut h sufficient pam debug. so aut h=success cred=success

AUTHOR

pam_debug was written by Andrew G. Morgan <morgan@kernel.org>.

6.4. pam_deny - locking-out PAM module

6.4.1.

6.4.2.

6.4.3.

6.4.4.

6.4.5.

pam deny. so

DESCRIPTION

This module can be used to deny access. It always indicates a failure to the application through the PAM
framework. It might be suitable for using for default (the OTHER) entries.

OPTIONS

This module does not recognise any options.

MODULE TYPES PROVIDED

All moduletypes (account , aut h, passwor d and sessi on) are provided.

RETURN VALUES

PAM_AUTH_ERR Thisisreturned by the account and auth services.
PAM_CRED_ERR Thisisreturned by the setcred function.

PAM_AUTH- Thisisreturned by the password service.
TOK_ERR

PAM_SESSION_ERR Thisisreturned by the session service.

EXAMPLES

#YPAM 1. 0

#

# If we don't have config entries for a service, the
# OTHER entries are used. To be secure, warn and deny
# access to everything.

ot her auth required pam warn. so

ot her auth required pam deny. so
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6.4.6.

ot her account required pam warn. so
ot her account required pam deny. so
ot her password required pam warn. so
ot her password required pam deny. so
ot her session required pam warn. so
ot her session required pam deny. so
AUTHOR

pam_deny was written by Andrew G. Morgan <morgan@kernel .org>

6.5. pam_echo - print text messages

6.5.1.

6.5.2.

6.5.3.

6.5.4.

pam echo. so [ file=/ pat h/ message ]

DESCRIPTION

The pam_echo PAM moduleisfor printing text messages to inform user about special things. Sequences
starting with the % character are interpreted in the following way:

%H The name of the remote host (PAM_RHOST).

%h The name of the local host.

%s The service name (PAM_SERVICE).

%t The name of the controlling terminal (PAM_TTY).
%U The remote user name (PAM_RUSER).

%u Thelocal user name (PAM_USER).

All other sequences beginning with % expands to the characters following the % character.

OPTIONS

file=/path/message The content of thefile/ pat h/ nessage will be printed with the
PAM conversion function as PAM_TEXT_INFO.

MODULE TYPES PROVIDED

All module types (aut h, account , passwor d and sessi on) are provided.

RETURN VALUES

PAM_BUF _ERR Memory buffer error.

PAM_SUC- Message was successful printed.
CESS

PAM_IGNORE PAM_SILENT flag was given or message file does not exist, no message printed.
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6.5.5.

6.5.6.

EXAMPLES

For an example of the use of this module, we show how it may be used to print information about good
passwords:

password optional pam echo.so fil e=/usr/share/doc/good-password.txt
password required pam uni x.so

AUTHOR

Thorsten Kukuk <kukuk@thkukuk.de>

6.6. pam_env - set/unset environment variables

6.6.1.

pam env. so [ debug ] [ conffile=sconf-fil e ][ envfilesenv-fil e ][ readenv=0| 1] [ user_en-
vfile=env-fil e] [ user_readenv=0| 1]

DESCRIPTION

The pam_env PAM module allows the (un)setting of environment variables. Supported is the use of pre-
viously set environment variables as well as PAM_ITEMs such as PAM_RHOST.

Rules for (un)setting of variables can be defined in an own config file. The path to this file can be speci-
fied with the conffile option. If this file does not exist, the default rules are taken from the config files/
etc/ security/ pam env. conf and/ et c/ security/pam env. conf.d/*. conf.If thefile
/etc/security/pam env. conf doesnot exist, therules are taken from thefiles%vendor di r %4
security/ pam env. conf, %endordir% security/pam env.conf.d/*.conf and /
etc/ security/ pam env. conf. d/*. conf inthat order.

By default rules for (un)setting of variables are taken from the config file/ et ¢/ securi ty/ pam en-
v. conf . If thisfiledoes not exist %wvendor di r % securi ty/ pam env. conf isused. An aternate
file can be specified with the conffile option, which overrules al other files.

By default rules for (un)setting of variables are taken from the config file/ et ¢/ securi t y/ pam en-
v. conf . An alternate file can be specified with the conffile option.

Environment variables can be defined in afile with ssmple KEY=VAL pairs on separate lines. The path to
thisfile can be specified with the envfile option. If thisfile has not been defined, the settings are read from
thefiles/ et c/ security/ envi ronnent and/ et c/ security/environnent. d/*.If thefile
/ et ¢/ envi ronnment does not exist, the settings are read from the files %wvendor di r % envi r on-

nment , %vendor di r % envi ronnment . d/ * and/ et ¢/ envi r onment . d/ * inthat order. And last
but not least, with the readenv option this mechanism can be completely disabled.

Second afile (/ et ¢/ envi r onnment by default) with simple KEY=VAL pairs on separate lines will be
read. If this file does not exist, Ywendor di r %4 et ¢/ envi r onnment is used. With the envfile option
an alternate file can be specified, which overrules all other files. And with the readenv option this can be
completely disabled.

Second afile (/ et ¢/ envi r onnment by default) with simple KEY=VAL pairs on separate lines will be
read. With the envfile option an alternate file can be specified. And with the readenv option this can be
completely disabled.
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6.6.2.

6.6.3.

Third it will read a user configuration file ($HOVE/ . pam_envi r onnment by default). The default file
can be changed with the user_envfile option and it can be turned on and off with the user_readenv option.

Since setting of PAM environment variables can have side effects to other modules, this module should
be the last one on the stack.

This module is only executed if the main application calls pam_setcred(3) or pam_open_session(3). The
modul e does nothing and returns PAM_IGNORE if called by pam_authenticate(3).

DESCRIPTION

The %vendordi r % security/ pam env. conf and /etc/security/pam env. conf files
specify the environment variables to be set, unset or modified by pam_env(8). When someone logs in,
thesefiles are read and the environment variables are set according.

The /et c/ security/ pam env. conf file specifies the environment variables to be set, unset or
modified by pam_env(8). When someone logs in, this file is read and the environment variables are set
according.

Each line starts with the variable name, there are then two possible options for each variable DEFAULT
and OVERRIDE. DEFAULT allowsan administrator to set the value of the variable to some default value,
if none is supplied then the empty string is assumed. The OVERRIDE option tells pam_env that it should
enter in its value (overriding the default value) if there is one to use. When OVERRIDE is not used, ""
is assumed and no override will be done.

VARI ABLE [DEFAULT=[ val ue] ] [OVERRI DE=[ val ue] ]

(Possibly non-existent) environment variables may be used in values using the ${ string} syntax and (pos-
sibly non-existent) PAM_ITEMsaswell asHOME and SHEL L may be used in values using the @{ string}
syntax. Both the $ and @ characters can be backslash escaped to be used as literal values values can be
delimited with "", escaped " not supported. Note that many environment variables that you would like
to use may not be set by the time the module is called. For example, ${ HOME} is used below several
times, but many PAM applications don't make it available by the time you need it. The special variables
@{HOME} and @{ SHELL} are expanded to the valuesfor the user from the corresponding passwd entry.

The"#' character at start of line (no space at front) can be used to mark this line as a comment line.

The %vendor di r % envi ronnment and / et ¢/ envi ronment files specify the environment vari-
ablesto be set. Thesefiles must consist of simple NAME=VALUE pairs on separate lines. The pam_env(8)
module will read these files after the pam_env. conf file.

The/ et ¢/ envi r onment file specifiesthe environment variablesto be set. Thefile must consist of sim-
ple NAME=VALUE pairs on separate lines. The pam_env(8) module will read the file after thepam _en-
v. conf file.

OPTIONS

conffile=/path/to/pam_env.conf Indicate an alternative pam_env. conf style configuration fileto
overridethedefault. Thiscan beuseful when different servicesneed
different environments.

debug A lot of debug information is printed with syslog(3).

envfile=/path/to/environment Indicate an alternativeenvi r onment file to override the default.
The syntax are ssimple KEY=VAL pairs on separate lines. The ex-
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6.6.4.

6.6.5.

6.6.06.

6.6.7.

readenv=0|1

user_envfile=filename

user_readenv=0|1

port instruction can be specified for bash compatibility, but will be
ignored. This can be useful when different services need different
environments.

Turns on or off the reading of the file specified by envfile (0 is off,
lison). By default this option ison.

Indicate an alternative . pam_envi ronnent file to override the
default. The syntax is the same as for /etc/security/pam_env.conf.
The filename is relative to the user home directory. This can be
useful when different services need different environments.

Turns on or off the reading of the user specific environment file. 0
isoff, 1ison. By default thisoption is off as user supplied environ-
ment variables in the PAM environment could affect behavior of
subsequent modules in the stack without the consent of the system
administrator.

Due to problematic security this functionality is deprecated since
the 1.5.0 version and will be removed completely at some point in
the future.

MODULE TYPES PROVIDED

Theaut h and sessi on module types are provided.

RETURN VALUES

PAM_ABORT  Not al relevant data or options could be gotten.

PAM_BUF_ERR Memory buffer error.

PAM_IGNORE No pam_env.conf and environment file wasfound or the module got called by pam_au-

thenticate(3).

PAM_SUC- Environment variables were set.

CESS

FILES

%vendordir%/security/pam_en-
v.conf, /etc/security/pam_env.conf

%vendordir%/environment, /etc/en-
vironment

$HOME/.pam_environment

EXAMPLES

Default configuration file

Default environment file

User specific environment file

These are some exampl e lines which might be specifiedin/ et ¢/ securi ty/ pam env. conf.

Set the REMOTEHOST variable for any hosts that are remote, default to "localhost” rather than not being

set at all
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REMOTEHOST DEFAULT=I ocal host OVERRI DE=@ PAM _RHOST}

Set the DISPLAY variableif it seems reasonable

DI SPLAY DEFAULT=${ REMOTEHOST} : 0. 0 OVERRI DE=${ DI SPLAY}

Now some simple variables

PAGER DEFAULT=I ess

MANPAGER DEFAULT=I ess

LESS DEFAULT="M q e hl15 z23 b80"

NNTPSERVER DEFAULT=I ocal host

PATH DEFAULT=${ HOVE} / bi n: / usr/ | ocal / bi n: / bi n\

:/usr/bin:/usr/local/bin/X11:/usr/bin/ X111
XDG_DATA HOVE DEFAULT=@ HOVE}/ shar e/

Silly examples of escaped variables, just to show how they work.

DOLLAR DEFAULT=\ $

DOLLARDOLLAR ~ DEFAULT= OVERRI DE=\ $${ DOLLAR}
DOLLARPLUS DEFAULT=\ ${ REMOTEHOST} ${ REMOTEHOST}
ATSI GN DEFAULT="" OVERRI DE=\ @

6.6.8. AUTHOR

pam_env was written by Dave Kinchlea <kinch@kinch.ark.com>.

6.7. pam_exec - call an external command

pam exec. so [ debug ] [ expose_authtok ] [ seteuid ] [ quiet ] [ quiet_log] [ stdout ] [ log=fil e ]
[type=t ype ]command [ ... ]

6.7.1. DESCRIPTION

pam_exec isa PAM module that can be used to run an external command.

The child's environment is set to the current PAM environment list, as returned by pam_getenvlist(3) In
addition, the following PAM items are exported as environment variables: PAM_RHOST, PAM_RUSER,
PAM_SERVICE, PAM_TTY, PAM_USER and PAM_TYPE, which contains one of the module types: ac-
count , aut h, passwor d, open_sessi on andcl ose_sessi on.

Commands called by pam_exec need to be aware of that the user can have control over the environment.

6.7.2. OPTIONS

debug Print debug information.
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6.7.3.

6.7.4.

6.7.5.

expose_authtok

log=file

type=type

stdout

quiet

quiet_log

seteuid

During authentication and password change the calling com-
mand can read the password from stdin(3). Only first
PAM_MAX RESP_SZE hytes of a password are provided to the
command.

The output of the command is appended tofi | e
Only run the command if the module type matches the given type.

Per default the output of the executed commandiswrittento/ dev/
nul | . Withthisoption, the stdout output of the executed command
is redirected to the calling application. It's in the responsibility of
this application what happens with the output. The | og option is
ignored.

Per default pam_exec.so will echo the exit status of the external
command if it fails. Specifying this option will suppress the mes-

sage.

Per default pam_exec.so will log the exit status of the external com-
mand if it fails. Specifying this option will suppress the log mes-
sage.

Per default pam_exec.so will execute the external command with

thereal user ID of the calling process. Specifying thisoption means
the command is run with the effective user ID.

MODULE TYPES PROVIDED

All module types (aut h, account , passwor d and sessi on) are provided.

RETURN VALUES

PAM_SUCCESS
PAM_BUF_ERR

PAM_CONV_ERR

PAM_INCOMPLETE

PAM_SERVICE_ERR
PAM_SYSTEM_ERR

PAM_IGNORE

The external command was run successfully.
Memory buffer error.

The conversation method supplied by the application failed to obtain the user-
The conversation method supplied by the application returned PAM_CONV _A-

No argument or awrong number of arguments were given.
A system error occurred or the command to execute failed.

pam set cr ed was called, which does not execute the command. Or, the value
given for the type= parameter did not match the module type.

EXAMPLES

Add thefollowing lineto/ et ¢/ pam d/ passwd to rebuild the NIS database after each local password

change:

23



A reference guide for
available modules

password optional pam exec.so seteuid /usr/bin/mke -C /var/yp

Thiswill execute the command
make -C /var/yp

with effective user ID.

6.7.6. AUTHOR

pam_exec was written by Thorsten Kukuk <kukuk@thkukuk.de> and Josh Triplett <josh@joshtriplet-
t.org>.

6.8. pam_faildelay - change the delay on failure
per-application
pam fai |l del ay. so [ debug] [ delay=mi cr oseconds ]

6.8.1. DESCRIPTION

pam faildelay isa PAM module that can be used to set the delay on failure per-application.

If nodel ay isgiven, pam_faildelay will usethe value of FAIL_DELAY from/ et c/ | ogi n. def s.

6.8.2. OPTIONS

debug Turns on debugging messages sent to syslog.

delay=N Set the delay on failure to N microseconds.

6.8.3. MODULE TYPES PROVIDED

Only the aut h module typeis provided.

6.8.4. RETURN VALUES

PAM_IGNORE Delay was successful adjusted.

PAM_SYSTEM_ERR The specified delay was not valid.

6.8.5. EXAMPLES

The following example will set the delay on failure to 10 seconds:

auth optional pamfaildelay.so delay=10000000

6.8.6. AUTHOR

pam_faildelay was written by Darren Tucker <dtucker@zip.com.au>.
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6.9. pam_faillock - temporarily locking access
based on failed authentication attempts during
an interval

6.9.1.

6.9.2.

auth ... pamfaillock. so { preauthjauthfail|authsucc } [ conf=/ pat h/to/ config-file
][ dir=/path/to/tally-directory ][ even deny root ] [ deny=n ] [ fail interval=n ] [ un-
lock_time=n ] [ root_unlock_time=n ] [ admin_group=narne ] [ audit] [ silent] [ no_log_info]

account ... pamfaillock.so[dir=/path/to/tally-directory][no_log info]

DESCRIPTION

Thismodule maintainsalist of failed authentication attempts per user during aspecified interval and locks
the account in case there were more than deny consecutive failed authentications.

Normally, failed attemptsto authenticate root will not cause the root account to become bl ocked, to prevent
denial-of-service: if your usersaren't given shell accounts and root may only login viasu or at the machine
console (not telnet/rsh, etc), thisis safe.

OPTIONS

{ preauth|authfail jauthsucc} This argument must be set accordingly to the position of this mod-
uleinstance in the PAM stack.

The preauth argument must be used when the module is called be-
fore the modules which ask for the user credentials such as the
password. The module just examines whether the user should be
blocked from accessing the service in case there were anomalous
number of failed consecutive authentication attempts recently. This
call isoptional if authsucc is used.

The authfail argument must be used when themoduleis called after
the modules which determine the authentication outcome, failed.
Unless the user is already blocked due to previous authentication
failures, the module will record the failure into the appropriate user
taly file.

The authsucc argument must be used when the moduleis called af -
ter the modules which determine the authentication outcome, suc-
ceeded. Unlessthe user is aready blocked due to previous authen-
tication failures, the modulewill then clear therecord of thefailures
in the respective user tally file. Otherwise it will return authentica-
tion error. If this call is not done, the pam_faillock will not distin-
guish between consecutive and non-consecutive failed authentica-
tion attempts. The preauth call must be used in such case. Due to
complicationsin theway the PAM stack can be configureditisalso
possibleto call pam faillock as an account module. In such config-
uration the module must be also called in the preauth stage.

conf=/path/to/config-file Use another configuration fileinstead of thedefault/ et ¢/ secu-
rity/faillock.conf.
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6.9.3.

6.9.4.

6.9.5.

Use another configu